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                         Comparison of NYS Education Bills that address student data privacy as of 3/4/14
	Prime Sponsors
	A8929
AM Cathy Nolan
	A8844/S6604
AM Edward Ra
Sen. Lee Zeldin
	S6307
Sen. Greg Ball


	S6007
Sen. 
John Flanagan


	A7872/S5930
AM Cathy Nolan

Sen. Jack Martins
	A6059A/S5932-A
AM Daniel O’Donnell

Sen. Joseph Robach

	Current Status
	Passed by Assembly March 5, 2014
	Introduced in Assembly & Senate in 2014
	Introduced in Senate in 2014
	Introduced in Senate in 2013 & passed by Senate Education committee in 2014
	Passed in Assembly & introduced in Senate in 2013
	Passed in Assembly & introduced in Senate in 2013

	Summary of Privacy Protections
	Parents can “opt out” their children’s data being shared with any 3rd party
Prior to July 1, 2015, NYSED prohibited from providing any student information to any third party for the purpose of collecting, storing, organizing and/or providing access of data to third party vendors operating data dashboards.


	None though
Commission appointed by Governor & Legislature to issue report including an analysis of data collection practices

	Results of student ELA and Math assessments must be kept confidential by NYSED 
	Each district can opt-out of student, teacher or principal data from being uploaded to the State Education Department’s data portal

Commissioner to appoint a chief privacy officer to develop a parent bill of rights
	Parents can opt out their children’s data being shared with any third party

Department to develop a form used for parental opt-out which will identify types of third party vendors to whom individuals may opt-out of disclosure of records
	Places restrictions on disclosures of personal information to 3rd parties without parental consent and bans all re-disclosures without parental consent
3rd parties or contractors that receive personal information must be subject to direct control of agency, cannot repurpose use of information, must meet strict security conditions re encryption, monitoring, audits, extensive breach remediation plans, and notification of suspected and known breaches

	Additional Positive Aspects 

	Department will develop an opt out form that will identify types of third party vendors to whom  parents may opt-out of data disclosure 

States, districts and schools cannot disclose personally identifiable information to any third party unless it has an acceptable breach remediation policy. 

Vendors must report all suspected breaches within 48 hours & actual breaches within 24 hours.

	N/A

	N/A

	Provides criminal and civil sanctions for unauthorized disclosures
	
	Third party must delete data upon request and at the termination of the contract

Prohibits commercial use of students’ personally identifiable data

Restrictions and parent notification required before the collection and inter-agency sharing of personally identifiable information 

Establishes civil penalties if bill’s provisions violated

	Cons
	Bill does not focus on privacy alone but contains other provisions related to Common Core, testing, and teacher evaluation
Has no provisions to limit inter-agency sharing of student personal data & no security standards for vendors re encryption, annual audits, or monitoring
Doesn’t allow for parental consent; doesn’t ban commercial uses of personal data; doesn’t have a data retention/disposal requirement
Contains no civil or criminal penalties for breaches or misuse of information
	Nothing to protect students’ personally identifiable information


	Protects confidentiality of student test scores but no other personally identifiable information


	Allows Commissioner to defer penalty if an unauthorized disclosure of data is done through outside hacking

Ambiguous as to whether district right to opt out of education portal means opting out of inBloom cloud
Privacy officer already required by NY Personal Privacy Protection Law since 1984; if appointed and supervised by Commissioner unlikely to significantly strengthen student privacy or parental rights 
Omits any requirement for parental consent or opt-out before personal data is shared 


	No provisions related to limiting inter-agency sharing of student personal data & no security standards re encryption, annual audits, monitoring 

Doesn’t allow for parental consent; doesn’t ban commercial uses of personal data; doesn’t have a data retention/disposal requirement
Contains no civil or criminal penalties for breaches or misuse of information
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